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ABSTRACT

Introduction: The petrochemical industry faces substantial human and economic risks due to
high-temperature, high-pressure operations and hazardous chemicals, such as chlorine. Given chlorine’s
acute toxicity, oxidizing properties, and severe corrosivity, its accidental release poses a risk of widespread
and irreversible damage to human health and safety systems. This study proposes a risk framework by
integrating BN and FTA with SAFETI 8.4 software and the Dempster—Shafer theory.

Material and Methods: This study was conducted in 2025 at a petrochemical plant. After identifying
the hazards associated with chlorine storage tanks, a chlorine gas leakage scenario was selected and
analyzed using FTA. The probabilities of basic events were estimated using the Dempster—Shafer theory
to address uncertainty. The results were modeled using a Bayesian network in GeNle 5.0. Risk estimation
was performed with SAFETI 8.4 software incorporating meteorological data. Individual and societal risk
curves were plotted using probit equations to determine the areas affected by individual risk and estimate
the potential fatalities.

Results: Three chlorine gas release scenarios — leaks of 100 mm and 200 mm, and a catastrophic tank
rupture — were analyzed using FTA for the top event. The FTA constructed for the top event “chlorine
leakage” comprised 18 intermediate events and 50 basic events. Using the Dempster—Shafer theory, the
estimated probabilities were Bel=1.7405606x10° and P/=8.294732x107°. Social risk curve analysis showed
that the Pl curve had higher frequencies than the Bel curve, and that Pl exceeded the unacceptable risk
level. At the same time, Bel remained mostly within the tolerable level (ALARP).

Conclusion: The results indicated that, under optimistic conditions, the social risk of chlorine leakage
remained within ALARP, whereas under pessimistic conditions, it reached the unacceptable level. The
integrated BN and D-S T reduced uncertainty, enabled accurate risk estimation and comprehensive
evaluation, supported evidence-based decisions, and reduced accident probability while enhancing
industrial safety and resilience.
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Bayesian network

HOW TO CITE THIS ARTICLE

Moradi Hanifi S., Kheirandish Sarabi S., Dehghan Banadaki F., Ebrahimi H., Samimi K., Keyvani Brojeni M.H. Risk
Estimation of Chlorine Leakage from Storage Tanks via Integrated Fault Tree, Bayesian Network, and Dempster-
Shafer Theory. J Health Saf Work. 2026; 16(2): 316-344.

* Corresponding Author Email: keyvanibrojeni.m@iums.ac.ir

Copyright © 2026 The Authors.
Published by Tehran University of Medical Sciences

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International license (https://creativecommons.
org/licenses/by-nc/4.0/). Non-commercial uses of the work are permitted, provided the original work is properly cited.


https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://jhsw.tums.ac.ir/article-1-7375-en.html

[ Downloaded from jhsw.tums.ac.ir on 2026-10-19 ]

S. Moradi Hanifi et al. / Risk Estimation of Chlorine Leakage from Storage Tanks

1. INTRODUCTION

The process industries, including oil, gas, and
petrochemicals, are among the most complex
and high-risk industrial systems due to their
inherent characteristics. These industries involve
continuous operations under extreme temperatures
and pressures, relying on sophisticated control
and instrumentation systems, which makes
them susceptible to major industrial accidents.
While these sectors are essential for economic
development and modern society, their hazardous
nature implies that even low-frequency accidents
can lead to extensive and often unacceptable human,
economic, and environmental consequences.
Consequently, process safety and risk management
are not just technical but social necessities. Among
the chemicals used in these industries, chlorine
holds a critical position for safety. It is extensively
used in manufacturing vinyl chloride monomer
(VCM), polyvinyl chloride (PVC), and in large-
scale disinfection operations. The physicochemical
properties of chlorine—including high acute
toxicity, strong oxidizing nature, extreme
corrosiveness, and significant vapor pressure—
mean that even minor leaks can rapidly escalate into
severe chemical disasters with irreversible impacts.
The proximity of many petrochemical units to
urban areas further accentuates the urgency for
precise prediction, monitoring, and management
of chlorine release risks.

Recent years have seen a series of accidental
chlorine releases globally, highlighting the
vulnerability of safety systems. In 2022, a lifting
equipment failure at the Port of Aqaba, Jordan, led
to a liquid chlorine container rupture, resulting
in 13 fatalities and over 250 injuries. Similarly, a
2020 incident in Pakistan resulted in the exposure
of 137 individuals, leading to severe respiratory
complications. Historical cases, such as the
2010 tank rupture in the United States and the
catastrophic 2005 release in China—which resulted
in 27 deaths and the evacuation of 10,000 people—
underscore the lethal potential of this gas. In Iran,
a significant incident occurred in 2017 in Dezful,
where a leak from a 500-kg cylinder poisoned over
475 people, requiring 40 hospitalizations. These
statistics emphasize that chlorine-related hazards
remain a persistent threat to public health and
industrial safety.

Risk assessment is a systematic process of
prioritizing hazards based on their frequency
and severity. In process industries, it serves as a
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cornerstone of safety management, directly linked
to operational sustainability and the prevention
of major accidents throughout a plants lifecycle.
Traditional methodologies include HAZOP,
FMEA, FTA, and ETA. For instance, Fault Tree
Analysis (FTA) adopts a top-down approach to
identify the causal relationships between basic
failures and a specific top event, allowing for a
quantitative estimation of failure probabilities.
Despite their utility, these traditional methods
often face challenges in accurately modeling the
complex spatial and temporal aspects of chemical
dispersions, necessitating the integration of
advanced simulation tools to enhance the precision
of consequence analysis.

Given the severe implications of chlorine
releases, there is a critical need for integrated,
intelligent risk management. This study aims to
estimate the risk of chlorine storage tank leaks
using a hybrid approach combining FTA, BN,
and D-S Theory. FTA identifies structural causes,
while D-S T mitigates data scarcity by fusing expert
judgments. These inputs are then processed within
a BN framework to quantify leak probabilities while
accounting for conditional dependencies. Finally,
consequence analysis is conducted using SAFETI
8.4. By combining population data, environmental
parameters, and meteorological conditions, the
model enabled quantitative estimation of individual
and societal risks, as well as more realistic risk
contours and fatality estimates based on probit
equations. This integrated model provides a robust
decision-support tool for enhancing industrial
safety, emergency planning, and maintenance
strategies in high-risk chemical environments.

2. MATERIAL AND METHODS
This research was conducted in 2025 at a
petrochemical plant.

2.1 HazOP approach

A team of five experts conducted a Hazard and
Operability (HazOP) study to identify hazards
of the chlorine storage unit. Process hazards
and operational deviations were systematically
analyzed using HazOP and P&IDs. Generally,
three scenarios were considered: fire, explosion,
and toxic gas release. Chlorine is a nonflammable,
highly toxic, and corrosive gas. Under normal
conditions, it is gaseous, while under pressure,
it is stored as a compressed liquid. Being heavier
than air, chlorine accumulates in confined spaces.
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Although not explosive or directly flammable, the
most critical scenario was identified as chlorine gas
leakage from tanks.

2.2 FTA method

In this study, the FTA method was utilized
to investigate and analyze the causes of chlorine
leakage from storage tanks. The analysis began
with the definition of the top event, identified
as chlorine leakage. After establishing the top
event, the intermediate causes contributing to its
occurrence were determined and hierarchically
structured. These intermediate events were
connected to the basic events through logical
“AND” and “OR” gates. Boolean algebra principles
were then applied to quantitatively assess the
probabilities of both intermediate and top events
based on Equations (1), (2), and (3).

PORzl_H(l_pi) )]
i=l
R‘lnd = H pi (2)
=
P(TE)=1 —H(l - P(MCS)) 3)
2.3 D-S Theory

To estimate the probability of basic events and
to combine expert opinions for the reduction and
management of structural uncertainties, D-ST
was utilized. This theory is founded on three
fundamental concepts: the Basic Belief Assignment,
the Belief Measure, and the Plausibility Measure.

The frame of discernment and its power set
were defined according to Equations (4) and (5).
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Subsequently, the mass, belief, and plausibility
functions were calculated using Equations (6)
through (10). The total mass of all subsets equals
one, while the mass of the empty set equals zero. This
evidence fusion process managed inconsistencies
and enhanced data reliability.
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2.4 BN

The probabilities of basic events represented
by the Bel and Pl values were utilized within the
Bayesian Network to determine the probability
of the top event. Each node in the BN represents
a basic event, and the arcs indicate probabilistic
dependencies among variables. The estimation
of the top event probability was performed using
GeNle software (version 5.0).

2.5 Consequence modeling

Finally, individual and social risks associated
with the selected chlorine leak scenario were
calculated using SAFETI software (version 8.4).
Risk curves were plotted based on toxic impact
intensity using the probit equation (Equation 11)
to estimate potential human fatalities and assess
the reduction of individual risk levels at various
distances from the release source.

Pr=k +k,In(C" xt) (11)

Meteorological data, including wind speed,
atmospheric stability class, ambient temperature,
relative humidity, and solar radiation flux, were
obtained from a regional meteorological station
and incorporated into the software for the summer
season under day and night conditions.

3. RESULTS AND DISCUSSION

In this study, a comprehensive and integrated
framework based on BN and D-S T was developed
to estimate the risk arising from chlorine gas
leakage from storage tanks. Through the HazOP
technique, chlorine gas leakage was identified as
the most critical hazardous scenario, including
leak diameters of 100 mm and 200 mm, as well
as catastrophic rupture. Subsequently, using FTA,
the top event was defined as “chlorine gas leakage
from the tank,” comprising 50 basic events and 18
intermediate events originating from mechanical,
process, and human causes. The overall fault-tree
structure represented in the BN for Bel and Pl
values is illustrated in Figure 1.
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Fig. 1: FTA structure within BN corresponding to Bel (A) and PI (B) values.

Table 1: Estimated Bel and Pl probabilities for the Top Event

Chlorine leakage from
Storage Tank

Subsequently, D-S T was applied to manage
epistemic uncertainty in expert judgments by
calculating Bel and Pl functions for each basic
event. The probability of the top event is obtained
in Table 1.

The Bel and Pl levels were integrated into
BN structure in GeNIev5.0 to dynamically
model cause-and-effect level. Quantitative risk
assessment using SAFETT 8.4 and probit equations
illustrated that while the Bel-based contours lie
within the ALARP (tolerable) level, the Pl-based
contours extend into the unacceptable level. The
individual risk contours confirmed a decrease in
hazard radius with increasing distance, consistent
with industrial chlorine release in Figure 2.

Journal of Health and Safety at Work 2025; 16(2)

1.7405606x 10

8.2924732x10°°

The BN approach effectivelyreduced uncertainty
and improved the accuracy of risk estimation
relative to conventional probability-based fault
tree analysis. Consistent results were reported
by Hamza etal. (2015), who demonstrated that
integrating fuzzy FTA into Bayesian structures
improves probabilistic reasoning in complex
process systems. Likewise, the D-S T approach
proved efficient in combining expert judgments
and minimizing inconsistencies in safety data, as
confirmed by Guo et al. (2023).

Figure 3 illustrates the social risk contours,
where panel (A) represents the social risk contour
based on Bel values, and panel (B) shows the social
risk contour based on Pl values. These contours
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Fig. 2: Profiles of individual risk level variations at different distances based on Bel (A) and Pl (B) values.
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Fig. 3: (A) social risk contour based on Bel, (B) social risk contour based on Pl
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demonstrate the relationship between frequency
rate and fatality number in accordance with the
UK ALARRP criteria.

This model provides a robust framework
for chlorine leakage risk analysis. However,
incorporating IoT-based sensors for continuous
operational and meteorological data could
significantly enhance spatial and temporal
accuracy. Despite this, the integrated DST-BN
methodology offers an innovative, evidence-driven
framework that advances probabilistic reasoning
and supports safer industrial decision-making
under uncertainty.

4. CONCLUSIONS

The results indicated that, under optimistic
conditions, the social risk level associated with
chlorine leakage from storage tanks remained
within the tolerable range. However, under
pessimistic conditions, this level tended toward
the unacceptable range. The integrated framework
built upon BN and D-S T combines probabilistic
analysis and uncertainty reasoning, enabling a
more precise and realistic estimation of risk. With
its ability to reflect variations in process conditions
and data accuracy, this hybrid approach serves

Journal of Health and Safety at Work 2025; 16(2)

as a scientifically efficient tool for risk analysis,
continuous monitoring, and management in
hazardous-material storage systems—particularly
in chlorine tanks, where rapid detection and
mitigation of leakage scenarios are essential
to ensure overall process safety and industrial
resilience.
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