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Abstract

Background: An cffective process for preventing industrial accidents basically requires a therough study of the environment, data
collection, evaluation, and analysis of this information, determination of corrective action, and its implemencation. Risk
management provides an integrated framework for this importane process. The purpose of this study was o identify the
parameters of the risk management process, combine these parameters by fuzzy logic and construce a fuzzy model to obrain the
risk management index and finally design a questionnaire with Likert scale to obtain the inputs of this model to evaluate the
risk management process. Methods: This descriptive cross-scetional study was conducred in 2018 in Tchran, First, bascd on
library studics and cxperts” opinions, Jaques non-lincar crisis management model was sclected, and based on this medel, the
parameters of the risk management process were exeracted. Then, a questionnaire wich 22 questions was designed o measurce
these parameters, the contenc and face validity of which were evaluated. Also, o evaluate the reliability of the questionnaire, the
test-rerest method and Cronbach's alpha coefficient were used. Then the parameters were defined as fuzzy numbers, che Fuzzy
inference engine was programmed using fuzzy rules, and its validity was evaluated. Results: The fuzzy model has three stages, in
cach of which sixteen rules are used. Tn this fuzzy model, the defuzzification step was performed by four methods with the same
results, The designed questionnaire contains twenty-two questions, the contenc validity rado (CVR) for this questionnaire is
.89, and the conten validity index (CVT) for all questions was above 0.79. Cronbach’s alpha coefhcient for chis questionnaire
was 0.713, Face validity was determined quantitatively by caleulating the impact score (more than 1.5). Using intraclass
corrclation cocfficient and Pearson corrclation cocfficient, the cxistence of reliability berween rest times (rest-rerest) was
confirmed, so thac their values were 0.84 and 0.88%, respectively. Conclusion: The proposcd fuzzy model has a high validity
giving a correct evaluation of the risk management process and cxpressing the final resule in the form of an index between zero
and onc hundred. The risk management process cvaluation questionnaire has good walidity and reliability wich the
interpretation that the item has good face validity and is understandable, simple, and fluent for the sample group. Using this
tool, industry managers can cvaluate the safety risk management process, making them able to identify the strengths and
weaknesses of this process, and finally take steps to climinare the defects and improve this process continuously.
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Introduction

wide range of new regulations and legal that risk management is gaining global artention,” and
changes has increased the need for bertter risk companies consider risk management as one of their
assessment and management.' Studies show main  goals.’  Quantitative risk assessment and
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management is one of the most popular methods of
control. And risk management in the chemical and
process industries.” > On the other hand, government
officials consider risk management one of the most
important responsibilities of industry managers,®” but
customers' expectations about risk management are
much higher than®A study conducted by fuzzy
hierarchical analysis found that the risk management
process is the most important factor in the prevention
of industrial accidents and crises with a relative weight
of 0.44.°

Despite the necessity, benefits, and effectiveness of

1811 various

implementing risk management systems,
rescarchers  have stated that organizations that
successfully implement RMS are still a small minority
that does not exceed 25%, according to optimistic
reports.'*'> There is good knowledge about the design
and implementation of various RMS processes such as
risk management planning, risk identification, risk
assessment, risk analysis, and risk response planning,'*'®
there are still no universally approved standards or
guidelines for Helping organizations to design and
implement a successful risk management system does
not exist without limiting the type of business. Valuable
efforts have been made to provide risk management
standards and guidelines, but they have neither the
global nor the general approval required. Most of these
standards either require the clarity required by general
guidelines or are limited 1o a wide range of business
types."”

In the field of risk management, there is a need w

develop knowledge abour its effective factors. In

Determining risk
management
criteria

Fuzzy modeling

Definition of the

final index

addition, it is important to know how these tactors
relate to each other and what the risk management
process should be. In this study, we have tried to
idendfy risk management criteria, determine the
importance of each of these criteria, and finally
determine their characteristics, presented in the form of
a questionnaire with a Likert scale. Using this
questionnaire, the industries that have implemented the
risk management system in their organization can
evaluate this system and identify the weaknesses and
strengths of their risk management system and take
steps to eliminate the identified weaknesses and

improve them

Methods
This cross-sectional descriptive-analytical study was
conducted in 2018, The procedure consists of the

following steps, which are generally shown in Figure 1,

Risk management criteria

Based on library studies and previous studies and
using the opinions of experts in safety and risk
management, the Jaques non-linear  Crisis
Management Model was selected, and based on this
model, the parameters of the risk management
process were extracted. According to this model, in

order to effectively and efficiently carry out the risk

management  process, four factors must Dbe
implemented  simultaneously:  accurate  risk
identification, realistic risk  prioritization,
determining  effective  strategies, and finally

implementing corrective measures.”

Designing the risk management
process evaluation guestionnaire

validity and reliability of
the questionnaire

Figure 1. Study steps
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Fuzzification

Professor Zadeh proposed a fuzzy set theory to deal
with uncertainty, which is for human judgments usetul
in the decision-making process through the use of
linguistic terms and degree of membership. A fuzzy set
is a class of objects with a membership degree, while a
normal membership function is between zero and one.
At this stage, each of the parameters is defined using a
fuzzy set.’’ After Karzadeh, Mamdani in 1974
examined the feasibility of using the Combined
Inference Law.**Mamdani rules system has four parts:

Fuzzifier: Fuzzy inputs are displayed using the
membership function to convert crisp inputs to fuzzy
inputs. The membership function has several functional
forms to represent different fuzzy positions, for
example, linear shape, concave shape, and exponential
shape. Two common types of membership functions
are triangular and trapezoidal linear membership
functions.

Rules: The main part of the FIS model is "rules.”
Fuzzy "if-then” rules are defined based on the
knowledge of experts in each area. A fuzzy rule can be
"if x1 is al and x2 is b1, then y equals ¢1"” so that x1
and x2 are variables, y is a solution variable, and al, b1,
and cl are fuzzy language terms.”

Inference Engine: The inference engine evaluates
and deduces rules using inference algorithms.

Defuzzifier: Converts fuzzy output to crisp output.
Among the four parts of FIS, the defuzzification process
has the highest computational complexity, ultimately
determining a numerical output value. Types of
defuzzification include area center of the area (CQA),
the bisector of area (BOA), smallest of maximum
{SOM), last of maximum (LOM), mean of maximum
(MOM), weighted average (WA). In general, COA and

WA have the most applications.

Fuzzy triangular and trapezoidal numbers
In this study, fuzzy sets consisting of triangular
and trapezoidal functions are used. A triangular

fuzzy number consisting of A number with the

membership function of linear fractions pA is defined
as Figure 2.

Figure 3 shows a schematic view of the trapezoidal
fuzzy number, and the formula in front of it shows the
membership function of this number.

Each of the variables is defined as a triangular and
trapezoidal fuzzy number, so these fuzzy numbers were
chosen that have been used the most in previous
articles, and their calculations are less complicated than

the other numbers.
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Figure 2. Schematic view of a triangular fuzzy number
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Figure 3. Schematic view of the trapezoidal fuzzy number
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Fuzzy rules

In the following, rules for fuzzy calculations are
formulated, which are such that they can accurately
represent the real-world conditions. Regarding fuzzy
rules, we need first to define their operators. There are
three classes of fuzzy operators AND, OR, and NOT
between the inputs, which determine their relationship
mathematically. Their mathemarical functions are as
follows.

AND 3ppng () = min(ua (0. i (X))

OR:payp(x) = max(pa (x). pp(x))

NOT:pz(x) = 1 = pa(x)

Defuzzification

Defuzzification is the practice of converting fuzzy
numbers to crisp numbers (natural numbers). Tn this
study, the range of these crisp numbers is berween zero
and one hundred, i.e., finally, the readiness index will
be determined with a number between zero and one
hundred. In order to perform this step, the Center of
Gravity method was used. This method, also known as
Centroid Defuzzification, is one of the most widely
used defragmentation methods.”*The fuzzy system in
this study uses the rules of the Mamdani fuzzy system
that have been the most referenced in previous
studies, and all construction and analysis of the fuzzy
system of this study is done by MATLAB software

version 16.2.

Fuzzy model validicy

In chis study, to measure the validity of the proposed
model, several other defuzzification methods are used in
addition to the center of gravity method,”methods
such as BOA, MOM, and SOM, and the results are

compared with the center of gravity method.

Defining the final index

In order to rank the points obtained, using the
opinion of safety experts, we determined and defined
four ranks so as not to create confusion and confusion
for the evaluators, which is as follows:

Poor (score between (0 and 32.5): Critical situation,

change, and intervention required immediacely.

Medium (score between 32.5 to 57.5): The situation
is relatively bad, and further study is needed to find the
causes and intervention in the near furure.

Strong (score between 357.5 and 72.3): Good
condition and changes and intervention may be
necessary.

Excellent (score between 72.5 to 100): Excellent

condition.

Questionnaire design

The primary questionnaire was designed using
various books and articles in the field of industrial risk
management such as Guidelines for Risk-Based Process
Safety: CCPS (Center for Chemical Process Safety)
book® and alse, discussions and consultations with
three academic experts and two experts from the HSE
department of an oil refinery. The Guidelines for Risk-
Based Process Safety book provides guidelines for the
chemical manufacturing, consumption, or
transportation industries focusing on new ways of
designing, modifying, or improving process safety
management  practices. This new framework for
thinking about process safery was published based on
core process safety management ideas in the early
1990s, integrating lessons learned during the
intervening years, using general principles of applicable
quality (ie., planning, performing, reviewing, and
operating}. and organize it in a way that is beneficial o
all organizations — even those with relacively low-risk

activities — throughout the life of the industry.

Questionnaire validicy

In order to evaluate and measure the company's
success in implementing the risk management process,
a questionnaire was designed with 22 questions.
Questions 1 to 5 are related to the risk identification
parameter, questions 6 to 10 are related to the risk
prioritization parameter, questions 11 to 15 are related
to the strategy determination parameter, and questions
16 to 22 are related to the implementation parameter.
This questionnaire uses a five-point Likert scale so that
the very poor option has a score of zero and a very good

option has a score of 4.
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Face validity

Face validity was assessed based on the opinions of
15 target population (refinery HSE department staff)
regarding the difficulty of understanding concepts,
ambiguity and misconceptions and the appropriateness
and relevance of items separately. Furthermore, a 5-
point  Likert  scale

(S5=extremely  important,

4=important, 3=moderately important, 2=
unimporeant, and 1=extremely un-important) was used
to determine the validity quantitatively through impact
score as follows:

Impact score = frequency percentage xsignificance

score

Frequency percentage means the number of people
who responded to the item, score 4 and 5 (important,
simple, clear and completely important, simple and
clear) and importance score means the average
importance score based on the Likert range of answers

from 1 up o 5.

Content validity

In order to evaluate the wvalidity of the
questionnaire, 10 qualified professionals in the field
of occupational health and safety and risk
management were asked to review the questionnaire,
5 of whom were academic specialists and the other 5
were industry experts with high practical knowledge.
The purpose of this type of evaluation is to answer
the question that whether the content of the tool can
measure the defined purpose or not. Therefore, to
evaluate the content validity, the judgment of experts
in the field of interest is used. Content validity ratio
(CVR) and content validity index (CVI) are used to
quantitatively assess content validity. In order to
measure the CVI index for each question, four
options are considered: "completely relevant / simple
/ transparent”, "relevant / simple / transparent but
need minor revision”, "need for fundamental
revision” and "completely irrelevant / complicated /
confusing”. It is taken and experts are asked to rate
the questions. The CVI index will be calculated as

the sum of the agreeable scores for each item that

scores "Relevant / Simple / Transparent but Needs
Minor Review" and "Fully Related / Simple /
Transparent” divided by the total number of
professionals. In this way, the CVI index is
calculated for all items. If the CVI score is higher
than 0.79, the content validity of the scale is
confirmed. To determine the CVR, experts are asked
to review each item based on a three-part range of
"necessary”, "useful is not necessary” and "not
necessary”. Then the content validity ratio is
calculated according to the following formula {1):

Il].:.;—E
CVR= —2

2

In this regard, ng is the number of specialists who
have answered the necessary option and N is the total
number of specialists. If the calculated value is greater
than the value of the table (Table 1), the validity of the

content of that item is accepted.”

Questionnaire reliabilicy

In order tw measure cthe reliabilicy of the
questionnaire, Cronbach's alpha coefficient was used.
Ac first, the questionnaire was completed by 43 staff
members of the HSE department of an oil refinery in
Iran. Cronbach's alpha coefficient is used to determine
the reliability of a questionnaire that is designed as a
Likert scale, and the answers are multiple choices.”® The
interval between the two assessments was two weeks,
Also, the test-retest reliability was evaluated by
calculating the Pearson correlation coefficient and

Intra-Class Correlation Coefficient.

Results
Proposed fuzzy model

Membership functions for inputs and outpuus.

Table 1. Minimum values of CVR¥

Minimum amount of validity Number of specialists panel

099 G
099 7
0.85 8
0.79 9
0.62 10
0.42 15
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Table 2 Linguistic terms of inputs and outputs

membership functions outputs membership functions inputs
[0.0,25.40] (Weakly Prepared) [0.0,25.40] (Weak)
[25,40,50,65] (Moderately Prepared) [25,40,50.85] (Moderate)
[50,65,70,85] (Strongly Prepared) [50,65,70.85] (Strong)
(70.85,100,100] (Extremely Prepared) [70.85,100,100] (Extreme)
ST
/' / (mamdani) - . . F Fs

orforitization

OQut-FIS1

XX

Strategy, evelopment

XK

|~
|

FIs2

(mamdani)

M

Ridndicator

Implementation

Out-FIS2

Figure 4. The steps of fuzzy model

Table3.Fuzzy rules

FIS1 Identification
W M S E
W W W W M
prigritization o i i " :
S W M S S
E M S £ E
FIS2 Strategy_development
W M S E
W W W W W
. M W M M M
Implementation g M M g [
E M S E E
Final FIS Out-FIS1
W M S E
W W W W W
M W M M M
Out-FISZ g M M g E
£ M S £ E
Table 4. Evaluation of a hypothetical
Ranking Final Score Defuzzification
Excellent 85.1 COM
Excellent 85 BOA
Excellent 50 MOM
Excellent 74 SOM

In the first step, four fuzzy sets of membership
functions were defined for the inputs and outputs of
FIS systems. Fuzzy sets in the form of linguistic

and

"excellent”; these variables are equal to the fuzzy

variables are: "weak,” "medium," "strong,”

number in the numerical scale 0-100 are presented in
Table 2.

The fuzzy model in this study consists of three steps,
which are shown in Figure 4.

As shown in the figure, in the first stage, the two
parameters of identification and prioritization and in
the second stage, the parameters of strategy formulation
and implementation are combined in a fuzzy way, and
two outpur variables called Out-FIST for the first stage
and the variable Out-FIS2 created for the second phase;
In the next step, these two output variables are used as
inputs of the third step, and finally, the nsk
management index, RM-Indicator, is obtained. It
should be noted that the risk management index is a
score berween zero and one hundred, which the closer
this score is to one hundred, indicates the better status
of the risk management system .In each of these steps,
16 fuzzy rules are used, which are given in Table 3.
These rules are such thar they can accurately reflect real-

world conditions.

Validation of the proposed fuzzy model

An example was used for this purpose. Assuming
that the risk identification parameter score is 87, the
priority parameter score is 76, the strategy development

parameter score is 91, and the implementation

107




Risk Management Evaluation

parameter score is 08, the evaluation process was
performed, and the results are presented in Table 4.As
can be deduced from the table, the evaluation resules
using the BOA, MOM, and SOM methods are
completely consistent with the result of the COM
method, and all are rated "Excellent,” which indicates

the high validity of this model.

index (CVI) is 0.86 for relevance, (.89 for
transparency, and 0.88 for simplicity. In quantitative
face validity, the impact score was calculated, and the
results showed an impact score above 1.5, Cronbach's
alpha coefficient for this questionnaire was 0.713, the
results of which are given in Table 5. To evaluate the

reliability of the test-retest method, the intra-cluster

, , . correlation  coefficient and  Pearson  correlation
Questionnaire design

. . . . coefficient were calculated, the values of which were
According to Table 6, the designed questionnaire has '
84% and 88%, respectively, which are acceprable values

acceptable validicy. The content validicy ratio (CVR)
Table 5.

for this questionnaire is 0.89, and the content validicy

Table 5. The results of Cronbach's alpha test and retest test

Dimensions of the questionnaire  Cronbach’s alpha  Internal correlation coefficient  Pearson correlation coefficient  P-Value’

Accurate risk identification 0.78 0.97 0.92 <0.001
Realistic prioritization of risks 0.74 0.93 0.88 <0.001
Determine effective strategies 0.69 0.89 0.85 <0.001
Implement corrective actions 0.76 0.96 0.91 <0.001
The whole guestionnaire 0.71 0.84 0.88 <0.001

* P-value criteria is equal 0.05

Table 6. The designed questicnnaire

Cvl

ltems CVR ——
transparency  simplicity relevance

Instructions for identifying hazards and risks {including the type of conseguences and
1 their severity, chemicals and processes, objectives of each analysis) are clearly 1 0.8 1 03
prepared and formulated.
Forms and checklists for gathering the information needed to identify hazards and
assess risks are prepared in a simple and appropriate manner.
The selection of appropriate methods for risk identification and risk analysis is done
using a checklist or an appropriate guide.
Hazard identification and risk analysis are performed with appropriate technical
4 accuracy, taking into account the industry life cycle and technical information related 1 0.8 0.8 0.8
to the process.
The process of reporting identified hazards, risks, and recommendations fram analysis
and related forms is clearly defined and formulated.
Instructions related to risk tolerance indicators and acceptable risks have been
6  prepared and compiled in the presence of management and other members of the risk 0.8 1 0.9 0.8
management team.
Roles and responsibilities for prioritizing risks {manager, supervisor, and other

0.8 0.3 0.3 0.8

1 0.3 1 0.8

1 0.8 0.3 1

; members} are defined based on the knowledge and experience of individuals. 1 0 08 08
Members of the risk management team regularly attend safety seminars and courses.

B8 ) ST 1 0.8 0.9 0.9
{In order to gain knowledge and familiarity with new standards}
Quantitative and gualitative indicators have been defined and developed in order to

g . : 0.6 1 0.8 03
judge whether the risks are acceptable or not.
Management allocates the resources required by risk management programs as

10 i i 1 0.9 1 0.8
quickly as possible.
A guide to determining risk control strategies (including providing standard
infarmation and actions, engineering and management controls, asset integrity

11 ! . i ; ; 1 0.8 0.8 0.9
program controls, and constraints on operating operations) is well-defined and
developed which is constantly updated.

12 Risk cantrol measures are determined by the presence of a team consisting of 1 1 1 08

operational, non-operational engineers and safety specialists.
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Cvl
transparency simplicity relevance

Items

The appropriate selection of control measures is based on control priorities
13 [engineering controls over managerial, passive controls over active, inherently safer 0.6 0.9 0.8 0.8
approaches are preferred).

The identified strategies before implementation are evaluated with high accuracy in

" order to be effective {reduce the risk to an acceptable level). 1 03 08 08
The results and recommendations of the risk management process are periodically

15 i . 1 0.9 0.8 03
reviewed by responsible managers.
The process of implementing control measures, roles and responsibilities is defined

16 . ! . 1 0.9 0.9 0.8
and formulated in a simple and efficient manner.
The process of following up on control measures and related roles and responsibilities

17 . i . 0.8 1 0.8 03
is clearly defined and applicable.
The identified hazards and risks and the relevant control measures are properly

18  trained to the personnel and contractors through training classes, oral presentations, 0.8 0.8 09 0.8
and efc..
|dentified hazards and risks, cantrol measures and residual risk are reported to local

19 . : 1 1 0.9 03
organizations such as the local fire department.

20 Guidelines _for determlmpg the effectiveness of corrective actions and related forms 0.8 08 08 0.9
are appropriate and efficient.
The effectiveness of risk management program actions is continuously evaluated by

21 o - 0.8 1 0.9 0.8
defining risk impact indicators and performance.
The results and control measures of the risk management process are periodically

22 . . ; 0.8 0.9 1 0.9
reviewed and reviewed by responsible managers.

Total 0.89 0.89 0.88 .86

Discussion of risk identification, risk analysis, risk response,

An eFFeCtiVe preventative process basica“y and response planning) risk monitoring) and_

requires careful study of the environment, data 30,31

control. Risk identification and pricritization

CO]]GCtiOl’l, evaluation, analysis OF information, parg_meters OVEI'IEIP o a large extent. Both are

determination  of  corrective  action, and

fundamentally  dependent  an

management's

implementation.” Risk management provides an
integrated framework for this process. Risk
management is a very vital and essential process
for the survival of organizations, so it needs to be
implemented effectively. Therefore, in this study,
an attempt was made to propose a fuzzy model
using fuzzy logic to combine risk management
parameters and finally obrain an outpur called risk
management process index that shows the
organization's success in the risk management
process. In this study, four main parameters were
identified for the risk management process: risk
identification,  risk  prioritization,  strategy
determination, and corrective actions. Some
researchers such as Lemos {(2001), Roth and
Espersen (2004) attribute the success of risk

management to the success of its formal processes

decision about the need to take acrion, decide
what to do, and take action.?® Based on the resulcs
obtained from the fuzzy model, the risk
management process should be done in such a way
that all its parameters are considered equally, i.e.,
when two or three parameters are in a strong and
excellent state but one of the parameters is in a
weak state, have the work of the risk management
process will be disrupted, and efficiency will be
significantly reduced. The proposed fuzzy model
has a high validity because the results show that
when several diffusion methods are used, the
results will not be different, and all will be in the
same rank.” Risk identification parameter is one
of the pillars of the risk management process, and
successful risk management starts from risk

identification, which allows avoiding negative
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consequences. The risk identification parameter
requires a thorough understanding of all possible
threats.*

When many risks are identified in  an
organization, risks must be prioritized to determine
the risk response and where limited resources
should be used. Rational prioritization is a key
component of a risk management plan and becomes
a necessity when requirements are not fully

m et.jj

Parameters for determining strategy and
implementing  corrective actions are  critical
parameters of the risk management process. There
is no standard formart for determining scrategy and
implementing remedial action, but what is clear is
that many accidents and occupational illnesses
can be prevented if strategies are determined
with high accuracy and sensitivity and eventually
operationalized and their effectiveness evaluated™.
The designed questionnaire was determined with
four main factors to evaluate the risk management
process. This questionnaire has high validity in that
the content wvalidity ratio (CVR) for chis
questionnaire is 0.8%. Considering that the number
of specialists who evaluated che questionnaire is ten,
a minimum coefficient of 0.62 was accepted, which
is the coefficient obtained is greater chan chis
amount. The content validity index (CVI) must be
greater than 0.79 to have an acceptable validicy
questionnaire, of which the index obrained (0.86) is
higher.”’In the quantitative face validity study, the
impact score was calculated, and the resulcs
indicated an agreement above 79% and an impact
score abave 1.4. The interpretation that the item
has a good face validity is easily understood, simple,
expressive, and fluent for the sample group. The
reliability of the questionnaire was assessed by
measuring Cronbach's alpha coefficient, which is a
very common method for questionnaires that use
the Likert scale to answer. According to this
method, a questionnaire has a good reliability with

a Cronbach’s alpha coefficient greater than

1020

0.7.>" Cronbach's alpha coefficient for this
questionnaire was 0.713, which indicates its good

reliability.

Conclusion

This study provides a systematic ool for
evaluating the safety risk management process in
the industry, which consists of 22 questions and is
composed of 4 main parts. The validity of this
questionnaire was assessed using the opinion of ten
experts in the field of occupational safety and
health, the results of which show its high validicy.
Also, this questionnaire was completed by 43
engineers of the safety department of the process
induscry in Iran, and its reliability was evaluated by
measuring  Cronbach's alpha coefficient, which
results  showed that the reliability of che
questionnaire is good. The fuzzy logic method was
used to obtain the final index. The information
obrained from the fuzzy model shows thac all four
parameters of the risk management process must be
implemented effectively and acceptably in order for
risk management to be performed successfully,
Using this tool, industry managers can evaluate the
safety risk  management process, identify the
strengths and weaknesses of this process, and finally
eliminate defects and continuous improvement
because risk management is vital to prevent

industrial accidents and occupational diseases.
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