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Abstract

The age of synthetic biology is ushering in new technologies for the advancement of so-
ciety, human health, and agriculture. It appears that synthetic biology has integrated en-
gineering paradigms into biological contexts. The combined use of new biotechnology
and synthetic biology raises concerns about biosafety, biosecurity, and even cyberbiose-
curity. For example, synthetic biology increases the possibility of designing, develop-
ing, and deploying pathogenic bioweapons in new and different ways than natural path-
ogens, as well as manipulating the genome. Evaluation of new technologies and plat-
forms that enable creative or destructive manipulation of biological materials, systems,
and organisms is important to identify potential security opportunities and vulnerabili-
ties.

This issue poses challenges to the medical community and civilian populations world-
wide, creating a growing need to implement and enforce standardized biosafety and bi-
osecurity regulations to protect humans, animals, plants, and the environment. It is criti-
cal to establish rules and management guidelines, provide strong leadership at the indi-
vidual and institutional levels, and utilize established biosafety and biosecurity tools to
mitigate the risks associated with synthetic biology. This review addresses the current
state of synthetic biology, focusing on the concepts of biosafety, biosecurity, and cyber-
biosecurity, as well as enhancing the standardization, regulation, and management of
biosecurity in synthetic biology.

In this review, the current situation in the Middle East region has been discussed and the
challenges and opportunities encountered by synthetic biology researchers in this area is
explored. The Middle East region is vulnerable to bioterrorism due to various factors.
However, some countries in this strategically important region face challenges as they
lack the necessary resources to effectively combat this significant global threat. These
attacks are not limited to a specific border or area; they can affect multiple countries or
have a global impact.
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Introduction

An introduction to the nature of the dual application of
emerging biotechnology and synthetic biology

Synthetic biology is an engineering-based modeling
and building techniques to modify existing organisms
and modification of microorganisms with multiple ap-
plications * such as medicine (new vaccines, drug de-
livery, and treatment), and the modification of existing
biological components such as DNA, bases, codons,
genes, gene segments, and amino acids. It also empha-
sizes the creation of non-existent engineering biologi-
cal components based on modern tools for faster and
easier design, manufacture, and exploitation of genet-
ically modified organisms 3. Environmental improve-
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ment, energy (biofuels), and food production are also
done in this field 4°. The distinction between the con-
cepts of biotechnology and synthetic biology: Biotech-
nology is a broad term that includes the use of biologi-
cal elements or processes to achieve human goals,
while synthetic biology encompasses a range of ideas,
methods, and tools of biotechnology that enable the
modification or production of biological organisms .
Briefly, synthetic biology is the application of science,
technology, and engineering to facilitate and accelerate
the design, manufacture, or modification of genetics .
In recent decades, some European, American, and
Asian countries have enacted laws and regulations to
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control the application of synthetic biology technolo-
gies in basic and applied research, which has brought
some advantages 8. On the other hand, due to the lack
of strong laws in developing and violent countries, the
techniques of this new biological system in emerging
biotechnology and synthetic biology used to create
dangerous pathogens, invasive organisms, or other
destructive biological agents by individuals, terrorist
organizations, or violent countries, and create potential
hazards worldwide, especially countries with weak
counter-terrorism capabilities °. This dual capability is
called a Dual-Use Research area of Concern (DURC).
Similar research techniques with legitimate scientific
purposes can pose a potential biological threat to public
health (including people, animals, and the environ-
ment) or national security if misused. Synthetic biology
increases the possibility of designing, developing, and
using pathogenic bioweapons in new and different
ways from natural pathogens or other biological prod-
ucts °. Since infectious poliovirus particles were syn-
thesized synthetically from chemicals using poliovirus
cDNA in 2002, the scientific community has shown
great importance to DURC %,

Concepts of biosafety and biosecurity in emerging biotech-
nology

The concepts of biosafety and biosecurity are im-
portant in emerging biotechnology. Synthetic biology
poses potential risks to biosafety and biosecurity 2.
These two types of risk can be differentiated. Biosafety
involves ensuring the safety of individuals working in
laboratories when handling microbes, cells, DNAs, or
other biological products. Risks are not caused by in-
tentional human mistakes, although these errors can
pose the greatest threat to researchers, their labs, and
society as a whole. Academic training, techniques, and
proper equipment are essential in laboratories for safe-
ly handling potentially dangerous microbes and work-
ing with pathogens and biological products. Biosafety
focuses on preventing and controlling unintentional or
accidental biotechnology hazards and microbial biolog-
ical events that are unintentionally induced ***4. Biose-
curity encompasses preventive measures to mitigate
intentional biological hazards. It includes areas such as
national security, control of biological weapons, man-
agement of pandemic disease prevention, controlling
their spread within populations or facilities, food secu-
rity, prevention of invasive species, and containment or
disinfection of infectious materials. Laboratory biose-
curity encompasses more than just physical security; it
also involves personnel management, material control
and accountability, information security, transport se-
curity, and program management. In this subject, it is
necessary to ensure the design and implementation of
studies by the research company with access controls,
physical security, and trusted workforces >, To en-
sure the safe and secure research and development of
dangerous pathogens and biological agents, laborato-
ries have controlled access, limiting admission to des-

ignated individuals only. This ensures that only author-
ized individuals enter the laboratory and limits access
to pathogens or biological research and technologies to
those who have received proper training, thereby min-
imizing the risks of technology or pathogen and biolog-
ical agent’s misuse. Attention should be given to fos-
tering a safety culture and ensuring careful recruitment
of personnel. This includes conducting background
screenings and enforcing strict policies and procedures
for laboratory access.

Biosecurity risks, as defined by the World Health
Organization (WHO), include unauthorized access,
loss, theft, misuse, diversion, or intentional release *'.
Biosecurity risks primarily stem from intentional and
deliberate human actions 214, Traditionally, naturally
occurring pathogens in the environment, such as Bacil-
lus anthracis (B. anthracis) and Yersinia pestis (Y. pes-
tis), have been used as biological weapons due to their
highly infectious nature, rapid transmission, and ability
to cause widespread contamination. As synthetic biol-
ogy continues to advance and expand its capabilities in
creating and modifying biological weapons, there is a
growing need to establish and enforce standardized
biosafety and biosecurity regulations for the protection
of humans, animals, plants, and the environment. Bi-
osecurity is necessary to prevent, detect, and trace the
origin of biological attacks to address the risks associ-
ated with the dual-use potential of synthetic biology ©.
A failure in either laboratory biosafety or biosecurity
may affect the staff, community, and environment, and
may endanger the institution's operations 16,

Biosecurity and the global challenge of disease outbreaks
Public health systems globally face constant chal-
lenges from various micro-organisms, particularly
emerging and re-emerging viruses. Emerging and re-
emerging infections, as well as potential acts of bioter-
rorism, pose ongoing challenges for the global medical
community and civilian population 8. Such events can
range from the use of anthrax in terrorist incidents to
global emergencies like the Ebola epidemics of 2014-
15 and influenza pandemics %%, The Asia-Pacific re-
gion, and at the top of them, the region of Vietnam, is
recognized as an epicenter of Emerging Infectious Dis-
eases (EIDs), of which 75% are zoonotic ?*. An EID
caused by an unknown micro-organism poses a signifi-
cant threat to global public health security and the
global economy. It leads to numerous deaths across
cultural, political, and national boundaries, as well as
inappropriate economic consequences. Examples of
acute cases include the coronavirus respiratory syn-
drome and the Middle East Acute Respiratory Syn-
drome (SARS) 2. In these cases, a delay in pathogen
diagnosis, considering the rise of global urbanization
and communication, can result in social instability.
These events and experiences have taught us valuable
lessons. One important point is that high-control labor-
atories around the world collaborate and share their
experiences to enhance their ability to respond to glob-
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al threats. They play a crucial role in preventing and
controlling highly infectious diseases. In the future, the
most important factor contributing to safety and securi-
ty in organizations will be trained and experienced em-
ployees. Therefore, it is necessary to develop a stand-
ardized training program '8, Several international net-
works, such as the Global Outbreak Alert and Re-
sponse Network (GOARN) of the World Health Or-
ganization, the Global Health Security Initiative
(GHSI), and the Global Health Security Agenda
(GHSA), are actively working to increase preparedness
in emergencies and address potential challenges. These
networks, along with others established by the WHO,
are responsible for warning about the severe conse-
quences of pathogens 8.

Effective governance and policy for biosecurity
Governance must strike a balance between the risks
and benefits of emerging biotechnologies, which have
both potential for misuse and potential for beneficial
use in innovation and development. The potential for
dual use and abuse is a global problem that demands
careful attention from top policymakers. Unfortunately,
biosecurity efforts are still incomplete due to the grow-
ing number of synthetic biology fields 23?4, Modern
technology is still regulated and secured by outdated
laws, which is an insufficient strategy to ensure securi-
ty in the future. Understanding scientific innovations,
such as biotechnology, in the threat landscape necessi-
tates the implementation of effective biosecurity
measures to adopt 21st-century biotechnologies. Addi-
tionally, it is important to consider the structural vul-
nerabilities of these sciences and the potential causes of
inadequate biosecurity measures. New biosecurity con-
cerns arise from the wide range, increased accessibil-
ity, complexity, and uncertainty of current and future
capabilities. Gene editing using CRISPR/Cas9 is a sig-
nificant advancement in genetic engineering that has
the potential to revolutionize human and environmental
health research. However, it also carries the risk of
causing significant and irreversible damage. Horizontal
Gene Transfer (HGT) or Lateral Gene Transfer (LGT)
is a use of gene editing that involves the movement of
genetic material to rapidly spread a specific set of
genes or alleles through a population. This process
bypasses Mendelian inheritance laws and increases the
likelihood of transferring the desired genes. Engineered
gene drives are a promising new technology, but their
ability to quickly change the genetic makeup of a
population has raised concerns. Other potential nega-
tive consequences of gene editing include the uncon-
trolled release of gene-edited material into the envi-
ronment, disruption of ecosystems by genetically mod-
ified organisms (particularly engineered gene drive
systems), and unintended modifications (off-target) in
genome editing. As an example of these activities, we
can mention the distribution of a method using gene
editing for the synthesis of horsepox in a laboratory
environment 2°. Without an appropriate management

system, these research activities could result in harm to
humans, plants, and animals, as well as to natural eco-
logical systems. Current international treaties, guidance
documents, and national regulatory measures are de-
signed to address potential harm caused by the dual-use
property of synthetic biology. These include the Con-
vention on Biological Weapons, the Convention on
Biological Diversity the Model Code of Conduct for
Biological Scientists (Tianjin Biosecurity Guidelines
for Codes of Conduct for Scientists) 6.

Regulation and management of synthetic biology biosecuri-
ty in the international community

Synthetic biology has garnered significant attention
from the scientific community and governments world-
wide since its inception. Over the past decade, it has
experienced rapid development. Since 2010, European
and American countries have made substantial invest-
ments in synthetic biology %. In 2014, the European
Regional Network for Synthetic Biology Research pub-
lished the report "Towards a European Strategy in Syn-
thetic Biology" (TESSY). However, due to the dual
nature of synthetic biology, the international communi-
ty has also shown significant interest in the potential
biosafety and biosecurity risks associated with it, as
well as the regulation of these risks 2.

One of the decisions made in this meeting is to con-
duct scientific on organisms, components, and products
produced through synthetic biology techniques. These
assessments will focus on the potential effects of these
techniques on the conservation and sustainable use of
biodiversity, to reduce biosecurity risks in communi-
ties. The connections between biodiversity and human
health, as well as national biodiversity strategies,
should be taken into account when preparing national
biodiversity strategies and action plans, development
plans, national health strategies, and the progress in the
preparation of the State of Knowledge Review. The
importance of the "One Health" approach in addressing
the interconnectedness of biodiversity and human
health is acknowledged. This approach recognizes the
complex relationships between humans, micro-organ-
isms, animals, plants, agriculture, wildlife, and the en-
vironment. It also acknowledges the relevance of the
"One Health" approach in developing wildlife surveil-
lance systems at the national and local levels, as well
as strengthening national biosecurity measures related
to bushmeat practices. The scientific community be-
lieves that biodiversity enhances capacity-building,
technical and scientific cooperation, and other initia-
tives to support implementation. In 2013, three scien-
tific committees of the European Union drafted scien-
tific opinions on operational definitions, risk assess-
ment methods, biosafety, environmental hazards, and
research priorities in the field of synthetic biology. In
October 2014, the 121" Conference of the Parties to the
Convention on Biological Diversity adopted a decision
on synthetic biology. This decision called for parties to
establish and implement a risk assessment and man-
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agement system that aligns with the Convention on
Biological Diversity. The purpose of this system is to
monitor risks related to biological safety and biosecuri-
ty 2930,

Many biosafety conventions, protocols, and laws
have been implemented, such as the World Health Or-
ganization Laboratory Biosafety Manual (WHO:
2020), the Federal Food, Drug, and Cosmetic Act (FD
& C Act: 2006), the International Convention Plant
Protection (IPPC: 1999), the WHO Guide to the Safe
Transport of Infectious Substances and Diagnostic
Specimens (1997), and the Convention on Biological
Diversity (1992). However, none of these specifically
address the prevention and control of safety hazards.
Biology and synthetic biology have different focuses.
Although experts and specialists in the field of synthet-
ic biology have acknowledged the potential risks of
biological safety and security, there is a lack of specific
agreements, conventions, or laws that have been devel-
oped and approved to address the unique complexities
and uncertainties of synthetic biology compared to
other biotechnologies 283332, New risks in synthetic
biology include wide access to technology, widespread
dissemination of information, increased pathogen viru-
lence, and the creation of new pathogens through syn-
thetic biology and self-centered synthetic biology. Ur-
gent formulation of specific regulations and policies is
necessary for the security of synthetic biology 233334,
However, in many countries and regions, synthetic
biohazards are still subject to biosafety regulations and
regulations for genetically modified products. Howev-
er, these regulations often have loopholes when it
comes to managing synthetic biology 2%. In the long
run, scientists propose that launching the international
Biosecurity Education network can improve biorisk
Management %,

The state of biotechnology and synthetic biology in Middle
East countries

The Middle East region does not have clearly de-
fined geographical boundaries. In the present context,
it refers to a specific cultural region. Middle Eastern
countries include Bahrain, Cyprus, Egypt, Iran, Iraq,
Israel, Jordan, Kuwait, Lebanon, Oman, Palestine, Qa-
tar, Saudi Arabia, Syria, Turkey, United Arab Emir-
ates, and Yemen ¥,

Middle Eastern countries have demonstrated a
strong presence in the field of biotechnology, particu-
larly in medicine and agriculture. Unfortunately, the
Middle East region is currently facing numerous chal-
lenges that are causing significant concern both locally
and internationally. These challenges include wars,
armed conflicts, economic deterioration, political in-
stability, public health issues, and a high number of
refugees. These factors may increase the risk of infec-
tious disease outbreaks and the potential use of biolog-
ical weapons. This hinders the region's capacity to ad-
dress biological hazards and potential threats. Biosafe-
ty and biosecurity measures should be promptly devel-

oped and implemented for these reasons. The current
review of biosafety and biosecurity in the Middle East
region found that certain countries in the region can
prevent potential biological threats. According to re-
search, Iran and lIsrael have the highest research and
development budgets in the Middle East, each exceed-
ing $2 million. Qatar and Saudi Arabia follow closely
behind with budgets of $8 million % .The most com-
monly accepted biosafety level in the Middle East and
other parts of the world is BSL-3, according to the bi-
osafety level standards in Middle Eastern facilities.
This finding is also evident in the safety equipment
utilized in different laboratory activities, including
drug discovery, foodborne pathogens, emerging patho-
gens, and toxins. The most commonly used Personal
Protective Equipment (PPE) includes lab coats, gloves,
face shields, and goggles. Some bacteria and viruses
used in research require BSL-3 or BSL-4 lab coats for
laboratory work. However, this raises the question of
whether countries lacking the necessary BSL can effec-
tively manage these pathogens, particularly during out-
breaks. This situation emphasizes the significance of
laboratories °. Israeli experts have found justification
for the biological risks associated with GMOs and oth-
er biotechnology products, as well as the negative ef-
fects and unethical use of this research. This is evident
from the regulations of Israeli bioethics committees,
such as the Bioethics Advisory Committee of the Israel
Academy of Sciences and Humanities 0. Israeli re-
searchers claim that they have not released GMOs in
open fields because Israel exports mainly to the Euro-
pean Union, and the GMO issue in green biotechnolo-
gy can cause concern among politicians. However,
controversial red biotechnology issues are viewed as
very straightforward in Israel, and there is no signifi-
cant opposition from the Israeli public to this area of
research and technology, which remains highly contro-
versial in other parts of the Western world. Embryonic
stem cells, human cloning research, and experimenting
with human DNA for research purposes are not affect-
ed by the legislation *°. Reproductive cloning is con-
sidered a serious violation of human rights by the in-
ternational community (EP resolution on cloning of
1997) and "incompatible with human dignity" (United
Nations Declaration on Human Cloning, March 8,
2005) .,

Regulation and management of biosecurity in synthetic
biology in Iran

Despite being classified as a lower middle-income
country, Iran has a strong interest in biotechnology and
has invested substantial funds in this field 3. Many
Iranian institutions, including the National Institute of
Genetic Engineering and Biotechnology, the Pasteur
Institute, the Razi Institute, and the Persian Gulf Bio-
technology Research Center, primarily engage in bio-
technology-related activities rather than focusing on
research or commercial applications. Progress has been
made in Iran in various fields such as recombinant pro-
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teins, recombinant drugs, animal cloning, stem cell
technology, tissue engineering, and vaccine manufac-
turing 3842,

Iran is currently prioritizing agricultural biotechnol-
ogy to enhance crop quality and resistance to diseases
and external factors. Cotton and rice plants are just two
examples of transgenic plants that have been genetical-
ly modified to be resistant to diseases, insects, and
drought. Creating new uses for palm trees is not only
important for nutrition, but also contributes to the
economy and climate balance in Middle Eastern coun-
tries like Iran. Genetically engineered baculoviruses
are utilized to control the red palm weevil, the primary
pest that impacts palm trees. Recently, Iran has imple-
mented the highest biosafety standards in the cultiva-
tion of imported strawberries, resulting in a significant
increase in off-season production. Tissue culture and
biotechnology research centers and universities in Iran
have also conducted genetic modification studies on
strawberries *4. In Iran, biological security in the
livestock industry involves controlling biological
agents in the environment and laboratories to prevent
their loss, theft, misuse, unauthorized access, or inten-
tional release. One of the challenges facing agricultural
biotechnology in Iran is a lack of trust among certain
individuals or politicians in this field. Researchers be-
lieve that the lack of scientific governance and national
benefits-based approaches are the reasons for the sig-
nificant inconsistency between lIran's capacities and
achievements in biotechnology . The responsibility
for managing biological security incidents in the coun-
try or during biological attacks by the enemy lies with
the country's biological defense headquarters “6.

Recommendations for Regulating and Managing
Biosecurity in Synthetic Biology
Developing a top-down framework for controlling biosecu-

rity risks in synthetic biology.

An effective framework is needed to manage the bi-
osafety risks of synthetic biology at national, provincial
municipal, and laboratory levels, for regulation and
monitoring, and for a balance between maximum de-
velopment and minimum dangers in this field 2347, The
potential for a more "democratic" biotechnology capa-
bility accessible to any individual or group could also
create new opportunities for accidental, unintentional,
or deliberate misuse *¢. Concerning top-down govern-
ance measures for biosecurity, synthetic biology seems
like a promising development. However, it also repre-
sents a potential source of instability in biological sci-
ences, which could introduce new risks and regulatory
challenges. Although synthetic biology appears to be
largely protected by existing international and national
regulatory systems, several creations highlight the limi-
tations of top-down governance approaches that focus
on prohibiting access to certain "inherently dangerous"
scientific artifacts, which could potentially make the
world less safe. In an era of synthetic biology charac-

terized by technological convergence, increased access
to biotechnological capabilities, and rapid growth of
intangible bioscientific knowledge, finding the appro-
priate ‘mix' of top-down and bottom-up regulatory
measures will require foresight, broad dialogue, and a
willingness on the part of governments to explore new,
hybrid forms of risk regulation °.

Think tanks implement systems to control biosecurity risks

The regulatory framework will be effective with the
participation of think tanks at all levels. Think tanks
have various responsibilities in regulating and manag-
ing biosecurity risks. These include conducting risk
assessments and keeping records, reviewing and moni-
toring risks, and implementing mitigation measures
and precautions to address biosecurity risks. Assessing
and recording the risk of synthetic biology is crucial,
and grading the level of risk is essential. The levels of
biosecurity in laboratories can be classified based on
biosafety and biosecurity risk assessment. Risk review
and oversight involve national-level think tanks com-
prised of provincial/municipal authorities and laborato-
ry authorities. Finally, the three levels of regulation and
governance (national, provincial/municipal, and labora-
tory) work together with experts and researchers to
form an operational circle in practice. Risk precautions
and mitigation measures are essential for assessing
biosecurity risks when seeking approval from higher
levels. The higher levels of the think tank should re-
view amendments and proposals made by lower levels,
regardless of previous approval. These revisions and
proposals aim to enhance the safety of the synthetic
biology laboratory. If approved, they will result in im-
proved safety measures at a higher level *.

Strengthen training and awareness on synthetic biology
biosecurity among relevant personnel

Strengthening biosecurity and emergency training is
crucial for synthetic biology researchers from diverse
scientific backgrounds and personnel in companies
involved in this field. Personnel should receive training
on potential biosecurity hazards, prevention methods,
and how to handle any problems that may arise. Scien-
tists in the field of synthetic biology should be aware of
the potential dangers associated with their research and
be prepared to take immediate medical action in the
event of a biosecurity emergency. A biosafety manual
for synthetic biology laboratories helps ensure safe
operations and biosecurity %52,

Standardizing synthetic biology

The issue of standardization in synthetic biology has
significant implications at both technical and govern-
ance levels. In the first case, standardization in biology
is expected to greatly enhance the potential of synthetic
biology by making it more accessible, easier, and
broader in scope, thus enabling us to manipulate and
engineer life more effectively. Synthetic biology is a
comprehensive engineering field that spans industries
and electronics. As standards are prevalent in our tech-
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nological society, the international community of re-
searchers in the field needs to focus on standardizing
biological parts, plasmids, and methods. The standardi-
zation of the biological realm is a challenging task 52.

Cyber biosecurity control is an essential aspect of security
management

In recent years, with increasing access to technolo-
gies, cyber biosecurity and self-centered biosecurity
(based on individual knowledge) can lead to synthetic
biology biosecurity risks. Cyber biosecurity is an im-
portant emerging biosecurity issue. Since biological
laboratory equipment is controlled and managed by the
Internet, with increasing reliance on digital information
and computing synthetic biology on servers and net-
works, operations have become increasingly vulnerable
to cyber threats, such as unauthorized access, theft, and
misuse of information. This creates an unprecedented
cybersecurity problem in synthetic biology. Biosecurity
risk factors, in turn, demonstrate the importance of
managing and mitigating biosecurity risks 475354,

Discussion

Biotechnological power is growing rapidly. The du-
al nature of emerging technologies and synthetic biolo-
gy has led to progress in various fields such as science,
technology, medicine, agriculture, and industry. How-
ever, it has also raised concerns about the potential
threats of biological synthetic such as biological weap-
ons. biological weapons threats include the increased
ability to transfer pathogens between species and with-
in species, the engineering of benign microbes to pro-
duce toxic compounds, the revival of extinct patho-
gens, and the development of resistance to treatment 55
Biotechnology's rapid advancement, such as the de-
creasing time needed to synthesize DNA sequences, is
leading to a future where DNA synthesis and other
biological manipulations will be more accessible to
small groups of technical experts.

Modern biological research and development, in-
cluding genetic manipulations that enhance the lethali-
ty of certain viruses, pose inherent risks 557, The main
biotechnologies of interest shortly are expected to be
oligonucleotide synthesis, DNA assembly (combining
smaller fragments of oligonucleotides to create a larger
sequence), genetic modification (editing and deletion),
and targeted placement of desired sequences within the
genome. Damage can occur when these techniques are
used intentionally to disrupt human and environmental
systems. The dissemination of information, techniques,
or knowledge regarding the use of synthetic biology
technologies for unethical purposes has facilitated their
malicious use or abuse ?5. Concerns within the scien-
tific community grew when a report was published
regarding the development of genetically engineered
H5N1 viruses. These viruses, derived from pathogenic
avian influenza (Highly Pathogenic Avian Influenza -
HPAL) viruses, were discovered to be capable of trans-
mitting among mammals through respiratory droplets

55, The bioterrorist attack is considered the most signif-
icant threat to biosecurity in modern society. Surveil-
lance and medical response are two essential measures
for preventing bioterrorism. Biological warfare agents
that terrorists may use to launch attacks include Bacil-
lus anthracis, Brucella, Rickettsia prow-azekii, Yer-
sinia pestis, and others 8. These agents are primarily
transmitted through airborne particles, food sources, or
water. Bioterrorism is characterized by its infectious
nature, ability to be concealed, simple production pro-
cess, and wide-ranging effects. Anthrax spores have
been selected as an ideal biological weapon due to their
high lethality to both humans and animals. The demand
for a rapid method of detecting anthrax spores is high
59

The study of biological security has also become
significant in other fields of synthetic biology. Due to a
dangerous increase in the number of unregistered and
unapproved "stem cells”, biosecurity in stem research
must be strictly controlled by international law. If not
controlled, it creates social and scientific concerns that
must be addressed when using Smooth Muscle Cells
(SMCs) for cell therapy . Biosecurity is significantly
influenced by the ecology of animal and human popu-
lations, the biological characteristics of infectious
agents, and management practices that impact interac-
tions between hosts and agents. In addressing biosecu-
rity, the response to various threats from zoonotic,
foodborne, and emerging infectious diseases is consid-
ered ®1. Environmental conditions and human health
are key factors contributing to national security, and
governments have extended the concept of biosecurity
to environmental biosecurity, linking it to the security
of humanity, animals, and biological preparation to
increase national security. In this regard, experts see
damage as processes that hurt the ability of the ecolog-
ical system to produce ecosystem products such as
freshwater, food, and fuel sources and services such as
pest control and disease control. Global ecological dis-
turbance is perhaps the most under-understood security
risk of the 21stcentury and both climate and broader
ecological security risks remain under-understood as
issues with present and tangible consequences for safe-
ty, security, and harm to ecological systems is an inte-
gral aspect of our definition of biosecurity 2,

Biosecurity in husbandry is a field that has gained
increasing attention in the past few years from produc-
ers and veterinarians. The contentious nature of mod-
ern business conditions is another motivation for im-
proved biosecurity, as do political and social pressures
for improved food safety 2%. In synthetic DNA technol-
ogy, rapid emergence is a key driver of innovation in
medicine, biotechnology, and other fields. In the latest
research, researchers found significant heterogeneity in
security practices throughout the synthetic DNA tech-
nology industry, reflecting the current lack of standard-
ized oversight for DNA synthesis . In the cloning of
some animals, despite observing placental abnormali-
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ties, prolonged gestation, fetal overgrowth, respiratory
failure, poor postnatal survival, and ongoing poor
health, some organizations like the UK Royal Society
for the Prevention of Cruelty to Animals advocate
against the use of cloning for farm animals, pets, and
endangered species. Given that 22% of terrestrial ver-
tebrates are threatened with extinction, some samples
store vital genetic diversity in a viable state. The Con-
vention on International Trade in Endangered Species
(CITES) and the World Organization for Animal
Health work to prevent trafficking and ensure biosecu-
rity &4,

Accordingly, while targeted countermeasures can
provide some level of protection, preventive measures
are more effective due to the uncertainty surrounding
the future of this field ®. Biosecurity policies and prac-
tices must be updated to address the unique challenges
posed by synthetic biology and the global, fragmented,
and diverse nature of its threat landscape. Effective
global biosecurity will not be achieved easily and may
not be embraced by all national governments and non-
governmental organizations. As a result, there is a high
risk of misusing new biotechnology with unintended
consequences ‘. The cross-border spread of hazardous
biotechnological applications can have detrimental
effects on local ecology, such as the removal or de-
struction of specific species through genetic engineer-
ing. It can also expose vulnerable human populations
to irreversible consequences, with no possibility of
recovery 56,

Concerning human embryonic research, in most
countries where public policy has been adopted, re-
search on human embryos or gametes is permitted un-
der strict conditions. However, a few countries explic-
itly prohibit research on embryos by law, such as Aus-
tria, Ireland, Cyprus, Costa Rica, and Italy. Among the
remaining countries surveyed, there is no explicit poli-
cy on embryonic research 78, Tourism plays a crucial
role in the exchange of biota; therefore, special atten-
tion has been paid to the relationship between tourism
and the significance of biosecurity in the international
community. Tourism could potentially become one of
the most significant sources of biological pollutants on
earth. Tourism (sometimes quite deliberately) can fa-
cilitate biological invasions through various factors
such as the destinations visited, activities pursued,
modes of transportation utilized, and other variables
like aviation, rural and eco-tourism, the proximity of
destinations to urban areas and other established desti-
nations, heightened interaction between animals and
humans, environmental alterations (e.g., road construc-
tion), and human exposure to infectious agents (e.g.,
mosquitoes) %7, This is remarkable, given the scale of
impacts that invasive species and diseases can have,
along with the measures put in place to prevent them ™.,
However, scientists have concluded that the complex
set of institutional arrangements formed by these and
other related measures for biosecurity has substantial

gaps in its capacity to control and restrict biological
invasions, particularly in the context of tourism, which
faces broader tensions regarding sustainability 7273,
The relationship between the economy and biosecurity
is complex. In international politics and global health,
there is an increase in the structures of the core perime-
ter. The society is not uniform; the poor in wealthy
nations share some similarities with the poor in the
periphery, including the lack of material resources and
adequate healthcare services. Infectious diseases, such
as Tuberculosis (TB) and HIV/AIDS, illustrate the
relationship between economic deprivation and social
diseases. To enhance the well-being and living condi-
tions of marginalized populations, significant efforts
have been made, such as reducing the cost of HIV
drugs, developing new drugs for HIV, distributing in-
novative medical technologies in developing countries,
and allocating billions of dollars from central regions
to the periphery to improve public health. Humanitari-
an medical assistance and preventive medical interven-
tions in remote regions aim to address issues before
they escalate to the central areas 7.

For example, despite the successful eradication of
polio worldwide by the WHO, the virus can be recreat-
ed in laboratories around the world by reducing the
time required for genome synthesis, or the human in-
fluenza virus of 1918, which killed tens of millions of
people worldwide, can be recreated 7°. Another exam-
ple is the use of RNA interference, which allows re-
searchers to turn off certain genes in humans or other
organisms %, To ameliorate concerns about biosecurity
risks, one approach is to design synthetic biology engi-
neering components to live only on specific nutrients in
synthetic biology laboratories and cannot survive out-
side the laboratory due to the absence of such compo-
nents. This action can also minimize biosafety risks
caused by unintended or unassessed releases or interac-
tions between human-made and biological environ-
ments. This action should be enhanced by improving
the regulation of the biosecurity risks of synthetic biol-
ogy "®"7. However, the fact is that addressing such ac-
tions due to intentional and malicious human intentions
and the use of engineered components does not provide
the necessary or sufficient conditions to eliminate the
biosecurity risks of synthetic biology 7.

In 2020, Trump et al suggested that for 21st-century
biosecurity, a resilience strategy based on prevention
and recovery should be developed. This strategy re-
quires three critical capabilities: 1) Development of
cost-effective tools and techniques for passive and ac-
tive detection of biosecurity threats, 2) Need for rapid
diagnostic tools after threat detection to eliminate or
manage the threat, 3) Need to strengthen intervention
mechanisms that can eliminate or effectively contain
the threat caused by the harmful engineering platform
8, In December 2018, the WHO established a global,
multidisciplinary expert advisory committee to exam-
ine the challenges associated with human genome edit-
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ing (somatic and germline). This committee examines
how best to promote transparent and reliable methods
for developing a responsible and accountable govern-
ance framework for future applications of genome edit-
ing technology %% Now is the opportune moment to
implement biosecurity measures to maximize the ad-
vantages of synthetic biology while minimizing its
potential for dual use. This can be achieved by enhanc-
ing conditions, framing, prioritizing, and managing
biosecurity risks, as well as mitigating cyber-biosecur-
ity threats.

Acknowledgement

This review article reflects the opinion of the corre-
sponding author, who is responsible for the content and
any errors, omissions, or inaccuracies that may remain.

Conflict of Interest
The authors declared no conflict of interest.

References

1. Ahteensuu M. Synthetic Biology, Genome Editing, and
the Risk of Bioterrorism. Sci Eng Ethics 2017 Dec;23
(6):1541-61.

2. Mingzhu DI, Bingzhi LI, Ying WA, Zexiong XI, Duo LI,
Yingjin YU. Significant research progress in synthetic
biology. Synthetic Biology Journal 2020 Feb 29;1(1):7.

3. Wang L, Jiang S, Chen C, He W, Wu X, Wang F, et al.
Synthetic genomics: from DNA synthesis to genome
design. Angew Chem Int Ed Engl 2018 Feb 12;57(7):
1748-56.

4. Evans NG, Selgelid MJ. Biosecurity and Open-Source
Biology: The Promise and Peril of Distributed Synthetic
Biological Technologies. Sci Eng Ethics 2015 Aug;21
(4):1065-83.

5. Kwik Gronvall G. Biosecurity: the opportunities and
threats of industrialization and personalization. Bulletin
of the Atomic Scientists 2015 Nov;71(6):39-44.

6. National Academies of Sciences, Engineering, and
Medicine; Division on Earth and Life Studies; Board on
Life Sciences; Board on Chemical Sciences and Tech-
nology; Committee on Strategies for Identifying and
Addressing Potential Biodefense Vulnerabilities Posed
by Synthetic Biology. Biodefense in the Age of Synthetic
Biology. Washington (DC): National Academies Press
(US); 2018 Jun 19.

7. Zeng X, Jiang H, Yang G, Ou Y, Lu S, Jiang J, Lei R, Su
L. Regulation and management of the biosecurity for
synthetic biology. Synth Syst Biotechnol 2022 Jun;7(2):
784-90.

8. LiJ, Zhao H, Zheng L, An W. Advances in synthetic
biology and biosafety governance. Front Bioeng Bio-
technol 2021 Apr 30;9:598087.

9. Yeh JY, Seo HJ, Park JY, Cho YS, Cho IS, Lee JH,
Hwang JM, Choi IS. Livestock agroterrorism: the deli-
berate introduction of a highly infectious animal patho-
gen. Foodborne Pathog Dis 2012 Oct 1;9(10):869-77.

10. Getz LJ, Dellaire G. Angels and Devils: Dilemmas in
Dual-Use Biotechnology. Trends Biotechnol 2018 Dec;
36(12):1202-5.

11. Cello J, Paul AV, Wimmer E. Chemical synthesis of
poliovirus cDNA: generation of infectious virus in the
absence of natural template. Science 2002 Aug 9;297
(5583):1016-8.

12. Astuto-Gribble LM, Caskey SA. Laboratory Biosafety
and Biosecurity Risk Assessment Technical Guidance
Document. Sandia National Lab.(SNL-NM), Albuquer-
que, NM (United States); 2014.

13. Dutta S, Das D. Bioprocess: Control, management, and
biosafety issues. InBasic Biotechniques for Bioprocess
and Bioentrepreneurship: Elsevier; 2023. P. 355-64.

14. Dickmann P, Sheeley H, Lightfoot N. Biosafety and bio-
security: a relative risk-based framework for safer, more
secure, and sustainable laboratory capacity building.
Front Public Health 2015;3:241.

15. McLennan A. Biosecurity: potential for deliberate misuse
of synthetic biology. Regulation of Synthetic Biology:
Edward Elgar Publishing; 2018. p. 207-48.

16. Gaudioso J, Gribble LA, Salerno RM. Biosecurity: Pro-
gress and challenges. JALA: Journal of the Association
for Laboratory Automation. 2009;14(3):141-7.

17. LeDuc JW, Yuan Z. Safety and security in the age of
synthetic biology. Journal of Biosafety and Biosecurity.
2019 Sep 1;1(2):77-9.

18. Huang Y, Huang J, Xia H, Shi Y, Ma H, Yuan Z
Networking for training Level 3/4 biosafety laboratory
staff. J Biosaf Biosecur 2019;1(1):46-9.

19. World Health Organization. WHO consultative meeting
high/maximum containment (biosafety level 4) labora-
tories networking: venue: International Agency on Re-
search on Cancer (IARC), Lyon, France, 13-15 Decem-
ber 2017: meeting report. World Health Organization;
2018.

20. Trump BD, Florin MV, Perkins E, Linkov I. Biosecurity
for synthetic biology and emerging biotechnologies:
Critical challenges for governance. Emerging Threats of
Synthetic Biology and Biotechnology: Addressing Secu-
rity and Resilience Issues 2021:1-2.

21. Auplish A, Vu TTT, Pham Duc P, Green A, Tiwari H,
Housen T, Stevenson MA, Dhand N. Capacity and needs
assessment of veterinary services in Vietnam in bio-
security, biosafety and One Health. PLoS One 2024 Jan
11;19(1):e0295898.

22. Xu J. Reverse microbial etiology: A research field for
predicting and preventing emerging infectious diseases
caused by an unknown microorganism. J Biosaf Biosecur
2019 Mar;1(1):19-21.

23. Trump BD, Galaitsi SE, Appleton E, Bleijs DA, Florin
MV, Gollihar JD, et al. Building biosecurity for synthetic
biology. Mol Syst Biol 2020 Jul;16(7):e9723.

24. Trump BD, Galaitsi S, Pollock M, Volk KM, Linkov I.
Promoting Effective Biosecurity Governance: Using
Tripwires to Anticipate and Ameliorate Potentially
Harmful Development Trends. AB3. 2021:2009.

Avicenna Journal of Medical Biotechnology, Vol. 16, No. 4, October-December 2024



25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

Soleimani Sasani M

Noyce RS, Lederman S, Evans DH. Construction of an
infectious horsepox virus vaccine from chemically syn-
thesized DNA fragments. PloS One 2018 Jan 19;13(1):
€0188453.

Sun T, Song J, Wang M, Zhao C, Zhang W. Challenges
and recent progress in the governance of biosecurity risks
in the era of synthetic biology. Journal of Biosafety and
Biosecurity 2022 Jun 1;4(1):59-67.

Yan W, Xin FX, Dong WL, Zhou J, Zhang WM, Jiang
M. Synthetic biology and research progress. J Biol 2020;
37(5):1-9.

Wang F, Zhang W. Synthetic biology: recent progress,
biosafety and biosecurity concerns, and possible solu-
tions. Journal of Biosafety and Biosecurity 2019 Mar 1;
1(1):22-30.

European research area network for the development and
coordination of synthetic biology in Europe. [Internet].
2014,

Conrad PA, Meek LA, Dumit J. Operationalizing a One
Health approach to global health challenges. Comp Im-
munol Microbiol Infect Dis 2013 May;36(3):211-6.
2013;36(3):211-6.

Bratlie S, Halvorsen K, Myskja BK, Mellegard H,
Bjorvatn C, Frost P, Heiene G, et al. A novel governance
framework for GMO: A tiered, more flexible regulation
for GMOs would help to stimulate innovation and public
debate. EMBO Rep 2019 May;20(5):e47812.

Keiper F, Atanassova A. Regulation of synthetic biology:
developments under the convention on biological diver-
sity and its protocols. Front Bioeng Biotechnol 2020:310.

Guoping ZH. Synthetic biology: unsealing the con-
vergence era of life science research. Bulletin of Chinese
Academy of Sciences (Chinese Version) 2018;33(11):
1135-49.

Linkov I, Trump BD, Anklam E, Berube D, Boisseasu P,
Cummings C, et al. Comparative, collaborative, and
integrative risk governance for emerging technologies.
Environ Syst Decis 2018 Jun;38:170-6.

Wikmark OG, Brautaset T, Agapito-Tenfen SZ, Okoli
AS, Myhr Al, Binimelis R, Ching LL. Synthetic biology-
biosafety and contribution to addressing societal chal-
lenges. The Royal Academy of Engineering, London.
2016.

Shang L, Zhang W, Dando M. Biological Security After
the Pandemic. Essentials of Biological Security: A
Global Perspective 2024:1.

Habibi Z, Hadi NA, Kim EE, Alkhataybeh RAM, Sheih
A, Abou-Hamden A, et al. Progress in neurosurgery:
Contributions of women neurosurgeons in the Middle
East. J Clin Neurosci 2021 Apr;86:337-46.

Laith AE, Alnemri M. Biosafety and biosecurity in the
era of biotechnology: The Middle East region. Journal of
Biosafety and Biosecurity 20221;4(2):130-45.

Astuto-Gribble LM, Gaudioso JM, Caskey SA, Zemlo
TR. A survey of bioscience research and biosafety and
biosecurity practices in Asia, Eastern Europe, Latin
America, and the Middle East. Applied Biosafety 2009
Dec 1;14(4):181-96.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

Prainsack B, Firestine O. Genetically modified survival:
red and green biotechnology in Israel. Science as Cult-
ure. 2005 Dec 1;14(4):355-72.

Arsanjani MH. Negotiating the UN declaration on human
cloning. American Journal of International Law 2006;
100(1):164-79.

Nezhad Fard RM, Moslemy M, Golshahi H. The history
of modern biotechnology in Iran: A medical review. J
Biotechnol Biomater 2013;3(159):2.

Gantait S, El-Dawayati MM, Panigrahi J, Labrooy C,
Verma SK. The retrospect and prospect of the ap-
plications of biotechnology in Phoenix dactylifera L.
Appl Microbiol Biotechnol 2018 Oct;102(19):8229-59.

Jain SM. Date palm biotechnology: Current status and
prospective-an overview. Emir J Food Agric 2012 Apr
4;24(5):386-99.

Shooshtari A, Hajatpour Z, Ghaffari MR, Seraji F, Loni
F. Awareness of GMOs in terms of the Iran biosafety act:
A case study of Tehran city. Heliyon 2024;10(3).

Jalali Farahani G, Bakhtiyari |. Explaining the Factors
Affecting the Command and Control System of the Non-
Operating Defense Organization. Strategic Defense
Studies 2019 Jan 21;16(74):5-28.

Peng Y. The era of synthetic biology: biosafety, bio-
security and governance. J Int Secur Stud 2020;38:29.

Council NR, Policy, Affairs G, Security, Cooperation,
Standards CoR, et al. Biotechnology research in an age
of terrorism. 2004.

Hamilton RA, Mampuys R, Galaitsi SE, Collins A,
Istomin I, Ahteensuu M, et al. Opportunities, Challenges,
and Future Considerations for Top-Down Governance
for Biosecurity and Synthetic Biology. 2021 Sep 8. In:
Trump BD, Florin MV, Perkins E, Linkov I, editors.
Emerging Threats of Synthetic Biology and Biotech-
nology: Addressing Security and Resilience Issues
[Internet]. Dordrecht (DE): Springer; 2021. Chapter 3.

Arndt E, Schneider K, Bland L, Robinson A, Gibert A,
Camac J, et al. A conceptual framework for measuring
and improving the resilience of biosecurity systems. J
Applied Ecology 2024;61(8):1749-60.

World Health Organization. WHO BioHub system: bio-
safety and biosecurity: criteria and operational modali-
ties. 2022.

Peccoud J, Gallegos JE, Murch R, Buchholz WG, Raman
S. Cyberbiosecurity: from naive trust to risk awareness.
Trends Biotechnol 2018 Jan 1;36(1):4-7.

Murch RS, So WK, Buchholz WG, Raman S, Peccoud J.
Cyberbiosecurity: an emerging new discipline to help
safeguard the bioeconomy. Front Bioeng Biotechnol
2018 Apr 5;6:39.

World Health Organization. Biosecurity: An integrated
approach to manage risk to human, animal and plant life
and health. International Food Safety Authorities Net-
work (INFOSAN). 2010.

Shinomiya N, Minehata M, Dando M. Bioweapons and
dual-use research of concern. J Disaster Res 2013 Aug
1;8(4):654-66.

Avicenna Journal of Mediical Biotechnology, Vol. 16, No. 4, October-Decernber 2024

231



232

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

The Importance of Biosecurity in Emerging Biotechnologies

Lundstrom K, Boulikas T. Viral and non-viral vectors in
gene therapy: technology development and clinical trials.
Technol Cancer Res Treat 2003 Oct;2(5):471-85.

Nouri A, Chyba CF. Biotechnology and biosecurity.
Global Catastrophic Risks 2008 Jul 3:450-80.

Bossi P, Garin D, Guihot A, Gay F, Crance JM, Debord
T, et al. Bioterrorism: management of major biological
agents. Cell Mol Life Sci 2006 Oct;63(19-20):2196-212.

Kerwat K, Becker S, Wulf H, Densow D. [Biological
weapons]. Dtsch Med Wochenschr 2010 Aug;135(33):
1612-6. German.

Mathew SA. Implications of stem cell therapy on the
socio-scientific community. In: Stem Cells 2024 Jan 1
(pp. 387-394). Academic Press.

Hinchliffe S, Allen J, Lavau S, Bingham N, Carter S.
Biosecurity and the topologies of infected life: from
borderlines to borderlands. Transactions of the Institute
of British Geographers 2013 Oct;38(4):531-43.

Reaser JK, Chitale RA, Tabor GM, Hudson PJ, Plow-
right RK. Looking left: ecologically based biosecurity to
prevent pandemics. Health Secur 2024;22(1):74-81.

Kane A, Parker MT. Screening State of Play: The Bio-
security Practices of Synthetic DNA Providers. Appl
Biosaf 2024;29(2):85-95.

Cowl VB, Comizzoli P, Appeltant R, Bolton RL, Browne
RK, Holt WV, et al. Cloning for the Twenty-First
Century and Its Place in Endangered Species Conserva-
tion. Annu Rev Anim Biosci 2024;12:91-112.

Trump BD, Cummings CL, Kuzma J, Linkov I, editors.
Synthetic biology 2020: Frontiers in risk analysis and
governance. Springer Nature 2019.

Millett P, Binz T, Evans SW, Kuiken T, Oye K, Palmer
MJ, et al. Developing a comprehensive, adaptive, and
international biosafety and biosecurity program for ad-
vanced biotechnology: the IGEM experience. Appl Bio-
saf 2019;24(2):64-71.

Isasi RM, Knoppers BM. Beyond the permissibility of
embryonic and stem cell research: substantive require-
ments and procedural safeguards. Hum Reprod 2006 Oct;
21(10):2474-81.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

Abelman M, Lopes M, O’Rourke PP. Human Embryonic
Stem Cell Research Oversight: A Confluence of Volu-
ntary Self-Regulation and Shifting Policy Initiatives.
InResearch Regulatory Compliance: Elsevier; 2015. p.
297-320.

Hall CM, Baird T. Ecotourism, biological invasions and
biosecurity. International handbook on ecotourism: Ed-
ward Elgar Publishing; 2013. p. 66-77.

Hall CM. Biological invasion, biosecurity, tourism, and
globalisation. In: Handbook of globalisation and tourism
2019 (pp. 114-125). Edward Elgar Publishing.

Arsanjani MH. Negotiating the UN declaration on human
cloning. American Journal of International Law 2006
Jan;100(1):164-79.

Hall CM. Biosecurity, tourism and mobility: institutional
arrangements for managing tourism-related biological
invasions. Journal of Policy Research in Tourism, Lei-
sure and Events 2011 Nov 1;3(3):256-80.

Sacramento O. Mass tourism, biosecurity and sustain-
ability challenges: prospects illustrated by the current
COVID-19 pandemic. Journal of Tourism Futures 2023.

Jappah JV, Smith DT. Global governmentality: Bio-
security in the era of infectious diseases. Glob Public
Health 2015;10(10):1139-56.

Tumpey TM, Basler CF, Aguilar PV, Zeng H, Sol6rzano
A, Swayne DE, et al. Characterization of the recon-
structed 1918 Spanish influenza pandemic virus. Science
2005 Oct 7;310(5745):77-80.

Gardner TS. Synthetic biology: from hype to impact.
Trends Biotechnol 2013 Mar;31(3):123-5.

Kallergi A, Asin-Garcia E, Martins dos Santos VA,
Landeweerd L. Context matters: on the road to re-
sponsible biosafety technologies in synthetic biology.
EMBO Rep 2021 Jan 7;22(1):€51227.

Trump BD, Keisler JM, Volk KM, Linkov I. Biosecurity
demands resilience. SCS Publications; 2020.

Avicenna Journal of Medical Biotechnology, Vol. 16, No. 4, October-December 2024



